
Employee  Privacy N ot ice

T HIS NOT IC E D ESC RIBES HO W M ED IC AL INFO RMAT IO N AB OUT  YOU MAY  B E

USED A ND D ISCLOSED A ND HO W YO U CA N G ET A CC ESS T O THIS

INFO RMAT IO N. PLEASE REV IEW  IT C A REFULLY .

Ba ck g rou nd : The H ealth Insurance P ortabilit y and A ccountabilit y A ct of 1996 (H IP AA ) requires health plans to notify 
plan participants and beneficiaries about its policies and practices to protect the confidentialit y of their health 
informat ion. T his document is intended to satisf y H IP AA's notice requirement w ith respect to all health informatio n 
created, received, or maintai ned by T he Local C hoice P lan  (T LC ), and the agents acting on its behalf, as the group 
health plan (the "P lan").   For purposes of H IPAA   the covered  entit y is T he Local C hoice and the plan is sponsored b y 
City of Bristol Virginia

T he P lan needs to create, receive, and maintain records that contain health information about you to adminis ter the 
P lan and provide  you with health care benefits. This notice describes the P lan's health  informat ion privac y polic y with 
respect to your health plan including any or all of the foll owing plans; Medical, P rescription D rug, D ental, B ehavioral 
H ealth and V ision plans . T he notice tells  you the wa ys th e P lan ma y use and disclose health information about  you, 
describes your rights, and the obligations the P lan has regarding the use and disclosure of your health infor mation. 
H owever, it does not address the health information polici es or practices of your health care providers.

T he Local C hoice’ P ledg e Reg a rd ing H ea lth Inf o rm a tio n P riva cy

T he privacy polic y and practices of the P lan protects confidential health informat ion that identifies  you or could be 
used to identify you and relates to a past, present, or future physical or  mental health c ondition or the past, present or 
future payment of  your healt h care expenses. T his individuall y identif iable health informat ion is known as "protected 
health information " (PH I). Y our PH I wil l not be used or disclosed without a written authorization from you, except as 
described in this notice or as otherwise permi tted b y federal and state health informatio n privac y laws.

P riva cy Ob lig a tio ns o f the P la n

T he P lan is required by law t o:

•      make sure that health information that identifies  you is kept private;
• give  you this notice of the P lan's  legal duties and privac y practices with respect to health informat ion 

about you;
        notif y you if  you are affected by a breach of unsecured PH I; and
•      follow the terms of the notice that is currentl y in effect.

H o w the P la n M a y Use a nd Disclo se H ea lth I nf o rm a tio n Ab o ut Y o u 

T he following are the different wa ys the P lan ma y use and disclose your P H I:

F or T reatment. The P lan ma y disclose  your PH I to a health care provider who renders treat ment on  your 
behalf. For example, if  you are unable to provide your me dical histor y as the result of  an accident, the P lan 
ma y advise an emergenc y ro om ph ysician about the t ypes  of prescription drugs you currentl y take.

F or P ayment. The P lan may use and disclose your P H I so claims for health care treat ment, ser vices, and 
supplies you recei ve from he alth care providers ma y be paid according to the P lan's te rms.  Fo r example, the 
P lan ma y recei ve and mainta in informat ion about surgery you received to enable the Plan to process a 
hospital 's clai m for rei mburs ement of surgical expenses incurred on your behalf.

F or Health C are Operations. T he P lan ma y use and disclose  your PH I to enable it to operate or operate more 
efficientl y or  make certain all of the P lan's participa nts receive their health benefits.  For example, the P lan ma y
use  your P H I for case management or to perform population-based studies designed to reduce health care 
costs. In addition, the P lan ma y use or disclose  your PH I to conduct compliance reviews, audits, actuarial
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studies, and/or for fraud and abuse detection. T he Plan ma y also combine health informat ion about man y P lan 
participants and disclose it to emplo yees working under the Secretaries of A dministrat i on and Finance, and 
me mbers of the G eneral A ssembl y of V irginia in summar y fashion so they can decide what coverages the
P lan should provide. T he P lan will re move infor mat ion that identifies  you fro m health informat ion disclosed 
to these individuals so it  ma y be used without these indivi duals learning who the specific participants are.
T he P lan ma y also use or disclose your P H I for underwriting and premium rating purposes, but the P lan does 
not use or disclose your PH I that is genetic information fo r underwriting purposes.

T o T he C ommonw ealth of Virginia. T he P lan ma y disc lose  your PH I to designated  D epartment of H uman 
R esource Management personnel so they can carr y out their P lan-related administrat i ve functions, including 
the uses and disclosures described in this notice. Such disclosures will be made onl y t o the D irector of the 
D epartment of H uman Resource Management and/or  the D irector of the O ffice of Contracts and Finance. 
T hese individuals will protect the privac y of  your health information and ensure it is used only as described in 
this notice or as permitted b y law. U nless authorized by you in writing,  your health information: (1)  ma y not 
be disclosed by the P lan to an y other C ommonwealth e mplo yee or department and (2) will not be used by the 
C ommonwealth for an y e mp lo yment -related actions and decisions or in connection with an y other emplo yee 
benefit plan sponsored by th e C ommonwealth of V irginia.

T o a B usiness A ssociate.  Certain services are provided to  the P lan by third part y ad mi nistrators known as 
"business associates." For ex ample, the P lan may input informat ion about your health care treatment into an 
electronic claims processing s yste m maintained b y the P lan's business associate so  yo ur claim ma y be paid. 
In so doing, the P lan will disclose your P H I to its business associate so it can perform its clai ms pa yment 
function. However, the P lan will require its business associates, through contract, to appropriatel y safeguard 
your health informat ion.

T reatment A lternatives. T he P lan ma y use and disclose your PH I to tell  you about possible treatment 
options or alternatives that  ma y be of interest to  you.

Health-R elated B enef its and Services. T he P lan may us e and disclose your PH I to tell  you about 
health-related benefits or ser vices that  ma y be of interest  to  you.

Individual Involved in Y our C are or P ayment of Y our C are.  T he P lan ma y use or disclose to your fa mi l y 
me mber, other relati ve,  your  close personal friend, or other person you identif y, P H I directl y rele vant to such 
person’s involve ment in  you r health care or payment rela ted to your care. T he P lan ma y use or disclose your 
PH I to notif y a famil y me mber, your personal representative, or another person responsible for  your care, 
about your location, condition, or death. In these situations, when you are present and not incapacitated, they 
will either (1) obtain  your agreement; (2) provide  you wit h an opportunity to disagree to the use or
disclosure; or (3) using reasonable judgment, infer from t he circumstances that  you do not object to the 
disclosure. If  you are not present, or you cannot agree or disagree to the  use or disclosure due to incapacity or 
emergenc y circu mstances, the P lan ma y use professional judgment to determine that th e disclosure is in your 
best interests and disclose PH I relevant to such person’s invol ve ment in  your care, payment related to  your 
health care, or notification purposes. If  you are deceased, the P lan ma y disclose PH I t o such individuals 
invol ved in  your care or payment for  your health care prior to your death the PH I that is relevant the 
individual’s in vol vement, un less  you have previousl y inst ructed the P lan otherwise.

A s R equired by Law . T he Plan will disclose  your P H I when required to do so by fede ral, state, or local law, 
including those that require the reporting of certain types of wounds or physical in juri es.

Sp ecia l Use a nd Disclo su re S itua tio ns

T he P lan ma y also use or disclose your P H I under the following circumstances:

L aw suits and D isputes.  If  you become involved in a lawsuit or other legal action, the P lan ma y disclose 
your PH I in response to a court or administra ti ve order, a subpoena, warrant, discovery request, or other 
lawful due process.
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L aw  Enf orcement. T he P lan ma y release  your P H I if asked to do so by a law enforcement official, for 
example, to identif y or locat e a suspect, material witness,  or missing person or to report a crime, the 
crime 's location or vic ti ms, o r the identit y, description, or location of the person who commi tted the 
crime.

Workers' C ompensation. The P lan ma y disclose  your PH I to the extent authorized by and to the extent 
necessary to co mpl y w ith wo rkers ' compensation laws or  other simi lar programs.

Military and Veterans. If  you are or become a me mber of the U .S.  armed forces, the P lan ma y release 
medical infor mation about  you as deemed necessary b y mi litar y co mmand authorities.

T o A vert Serious T hreat to Health or Safety. The P lan ma y use and disclose your PH I when necessary to 
prevent a serious threat to  your health and safety, or the health and safety of the public or another person.

P ublic Health R isks. T he P lan ma y disclose health infor mat ion about you for public health activit ies. T hese 
activi ties include preventing or controlling disease, injury or disabilit y; reporting births and deaths; reporting 
child abuse or neglect; or reporting reactions to medicatio n or problems with medical  products or to notif y 
people of recalls of products the y have been using.

Health Oversight A ctivities. T he P lan ma y disclose  your  PH I to a health oversight agency for audits, 
investigat ions, inspections, and licensure necessary for th e government to  monitor the health care syste m 
and government programs.

R esearch. U nder certain circumstances, the P lan ma y use  and disclose your PH I for medical research 
purposes.

N ational Security, Intelligence A ctivities, and P rotective Services.  T he P lan ma y r elease your P H I to 
facilitate specified govern me nt functions related to: (1) intelligence, counterintelligence and other national 
securit y acti vi ties authorized by law; (2) the provis ion of  protective services to the P resident of the U nited 
States,   me mbers of the U .S. government or foreign heads of state, or to conduct special invest igations; and (3) 
correctional institutions and other law enforcement custodial situations..

Organ and T issue D onation. If  you are an organ donor, the P lan ma y release medica l informa tion 
to organizations that handle organ procurement or organ, e ye, or tissue transplantation or to an 
organ donation bank to facilitate organ or tissue donation and transplantation.

C oroners, Medical E xaminers, and F unerals D irectors.  T he P lan ma y release  your  PH I to a coroner or 
medical examiner. T his ma y be necessary, for example, to identif y a deceased person or to determine the 
cause of death. The P lan may also release  your PH I to a funeral director, as necessary,  to carr y out his/her 
dut y.

A ssist Victims of  A buse, N eglect, or D omestic Violence.   T he P lan may, under certain circumstances, 
disclose P H I about you if  yo u are reasonably belie ved to be a victi m of abuse, neglect, or domestic violence 
to a government authorit y, in cluding a social service or protective ser vices agency, aut horized by law to 
receive such reports.

C ertain Government-A pproved R esearch A ctivities.   T he P lan ma y use or disclose PH I about you to 
research as provided under the P rivac y R ule.

Brea ch o f Unsecu red P H I

Y ou must be notified in the event of a breach of unsecured PH I that affects  you.   A  “breach” is the acquisition, 
access, use, or disclosure of PH I in a manner that compromises  the securit y or pri vac y of the PH I.   If  you are 
affected by a breach of unsecured PH I you mus t receive a  notice of the breach as soon as possible and no later than
60 days after the discover y of the breach.
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Y o ur Rig ht s Reg a rd ing H ea lth Inf o rm a tio n Ab o ut Y o u 

Y our rights regarding the health informat ion the P lan maintains about you are as follows:

R ight to Inspect and C opy.    Y ou have the right to inspect and copy your PH I, including your P H I 
maintained in an electronic format. T his includes informa tion about your plan eligibili t y, clai m and appeal 
records, and billing records, but does not include psychotherapy notes.  If  your P H I is available in an 
electronic format,  you  ma y r equest access electronically.

T o inspect and copy health i nformation  maintained b y th e P lan, submit  your request in writing to the P rivacy 
O fficial. T he P lan ma y charge a fee for the cost of copyin g and/or mailing  your request. B ut, this fee must be 
li mited to the cost of labor invol ved in responding to your request if  you requested access to an electronic 
health record.   In limited circumstances, the P lan ma y deny your request to inspect and copy your P H I. 
G enerally, if  you are denied access to health information,  you ma y request a review of  the denial.

R ight to A mend. If you feel that health information the Plan has about you is incorrec t or incomplete, you
ma y ask the P lan to amend it. Y ou have the right to request an amendment for as long as the information is
kept by or for the P lan.

T o request an amendment, send a detailed request in writi ng to the P lan A dministrator. Y ou must provide the 
reason(s) to support your request. T he P lan ma y den y you r request if  you ask the P lan to amend health 
informat ion that was: accurate and complete, not created b y the P lan; not part of the health informat ion kept 
b y or for the P lan; or not information that  you would be permit ted to inspect and copy.

R ight to A n Accounting of D isclosures.   You have the right to request an “accounting of disclosures,” 
including a disclosure involving an electronic health record.   T his is a list of disclosures of your P H I that the 
P lan has made to others, except those necessary to carr y out health care treatment, payment, or operations 
(N ote: does not apply to electronic health records); disclosures made to  you; or in certain other situations.

T o request an accounting of disclosures, submit  your req uest in writing to the P rivacy O fficial. Y our request 
must sta te a ti me period, which ma y not be longer than six years prior to the date the accounting was requested 
(three  years in the case of a disclosure invol ving an electronic health record).

R ight to R equest R estrictions. You have the right to request a restriction on the health information the P lan 
uses or disclosures about yo u for treatment, pa yment, or  health care operations. You also have the right to 
request a limi t on the health information the P lan discloses about you to someone who is invol ved in  your care 
or the payment for  your care, like a famil y me mber or frie nd. For example,  you could ask that the P lan not use 
or disclose information about a surgery you had.

T o request restrictions, make  your request in writing to the P lan A dministrator. Y ou must advise us: (1) what 
informat ion  you want to li mi t; (2) whether  you want to li mi t the P lan's use, disclosure, or both; and (3) to 
whom you want the li mit(s) t o apply.

N ote: T he P la n is no t req uire d to a g ree to y o ur req uest.

R ight to R equest C onf idential C ommunications. Y ou have the right to request that the P lan communicate 
with  you about health matter s in a certain way or at a cert ain location. For example,  you can ask that the
P lan send you explanation of benefits (E OB ) forms about your benefit claims to a specified address.

T o request confidential communications, make your request in writing to the P lan A dminis trator. T he P lan
will make ever y atte mpt to a ccommodate all reasonable requests. Your request must s pecif y how or where
you wish to be contacted.

D isclosure of P HI to a P ersonal Representative.  Y ou ma y request that the P lan disclose your P H I to  your 
personal representative. A  personal representative is an individual  you designate to act on your behalf and 
make decisions about your health care. If  you want the P lan to disclose your PH I to  yo ur personal 
representative, submi t a writ t en statement giving the P lan permiss ion to release your P H I to  your personal



representative and documentation that this individual qualifies as  your personal representative under state law, such as a power of 
attorney. Submit this request in w riting to the appropriate privacy contact li sted below. T he  P lan ma y elect not to treat a person as
your personal representation if (1) the P lan reasonably believes that  you have been or ma y be subject to domest i c violence, abuse 
or neglect b y such person, or treating such person as your  personal representative could endanger you; or (2) the P lan, using 
professional judgment, decides that it is not in  your best interest to tre at the person as your personal representative

R ight to a P aper C opy of  this N otice. Y ou have the right to a paper copy of this not ice,  even if  you received this N otice 
previousl y or agreed to receive this N otice electronicall y. Y ou may wri te to the P lan A dministrator to request a written cop y of 
this notice at an y ti me.

Cha ng es to thi s No tice

T he P lan reserves the right to change this notice at any ti me and to make the revised  or changed notice effective for health information the 
P lan alread y has about you, as well  as any infor mat ion the P lan receives in the future. T he P lan will provide a copy of the current notice to 
be posted in the B enefits O ffice of each emplo ye r at all ti mes.

Co m p la ints

If you believe your pri vac y r ights under this policy have been violated, you ma y file a written complain t with the Plan A dministrator at the
address listed below. A lternativel y, you ma y co mplain to the Secretar y of the U .S. D epartment of H ealth and Human Services, generall y,
within 180 days of  when the act or omission complained of occurred.

N ote: Y ou w ill no t b e p ena lized o r reta lia ted a g a inst f o r f iling a  com p la int.

Other U ses a nd Disclo s ure s o f H ea lth Inf o rm a tio n

O ther uses and disclosures of health information not cove red by this notice or b y the la ws that appl y to the P lan will be made onl y wi th  your 
wri tten authorization. Yo ur wr itt en a uthor i za ti on is als o r e qu ir ed f or :

      Most uses or disclosures of ps ychotherap y notes (where appropriate);

 U ses or disclosures of your health informat ion for marketi ng purposes. Marketing does not include communications, invol ving no 
financial remuneration, for certain treatment or health care operations purposes, such as communications about entities that participate 
in  a health plan network, health plan enhancements or replacements, case management or care coordination, or contacting individuals 
about treatment alternat ives ; and

      D isclosures of PH I that are considered a sale

If  you authorize the P lan to use or disclose your PH I,  you  ma y revoke the authorization, in writing, at an y ti me.  If  you revoke  your 
authorization, the P lan will no longer use or disclose  your PH I for the reasons covered by your wr itten authorization; however, the P lan will 
not reverse an y use s or disclosures already made in reliance on your prior authorization.

Co nta ct Inf o rm a tio n 

If  you have an y questions about this notice, please contact:

T he Local C hoice P rogram
c/o T he D epartment of H uman R esource Management

101 N orth 14th  Street, 12th  Fl oor
R ichmond, VA  23219
804/225-2131

N otice Ef fective D ate: January 1, 2003, as revised eff ective 
September 23, 2013.




